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1. INTRODUCTION 
 
GSA is a centre of knowledge, learning and research and, in common with other institutions within the HE 
sector, is now heavily reliant on the use of computing and network technology to support, manage and 
distribute the information that is a key asset for GSA. 
  
GSA;s ability to exploit and gain advantage from its information base enables it to maintain and improve its 
reputation and meet its strategic, business and professional goals, as well as conducting its day-to-day 
operations effectively. The information used by GSA is one of its major assets and, without it, the School 
would have difficulty providing a service to our students and other third parties with whom we have 
relationships.  
 
Confidentiality of information is mandated by common law, formal statute, explicit agreement, School 
policy or convention. Different classes of information warrant different degrees of confidentiality. 
 
The information systems (hardware and software) supporting the GSA information base are varied and 
represent a sizeable investment that must be protected. The same is true of the information stored, some 
of which may be very valuable, may have taken considerable resources to generate and may not be able to 
be reproduced.  
 
It is therefore vitally important that GSA adopt consistent policies, appropriate and cost effective strategies 
and good practice to ensure that all electronic information resources on which GSA depends, and the IT 
infrastructure on which they reside, are protected against unauthorised access, loss of data or corruption.   
This policy will therefore support and strengthen the implementation of our Information and Information 
Systems and Information Technology Strategies. 
 
 
2. OBJECTIVE 
 
The objective is to protect GSA from information-related security problems that might have an adverse 
impact on its operations and professional standing. Security problems can include: 
 

 confidentiality (the wrong people obtaining information) 

 integrity (information or IT systems being altered without permission, whether deliberate or 
accidental) 

 efficient and appropriate use (GSA IT resources are used for the purposes for which they were 
intended) and  

 availability (information not being available when it is required). 
 

The widest possible definition of security will be used to include all types of incident that impact the 
integrity and effective use of information and information systems. This includes the following security 
domains: 
 

 Computer system security: CPU, Peripherals, Operating System and includes data security 

 Physical security: The ability to secure premises occupied by personnel and equipment; particularly 
in situations where there is a need for secure operation. 

 Operational security: including environment control, power equipment and operational activities. 

 Procedural security: vendors, management, IT staff as well as ordinary users 

 Communications security: Communications equipment, personnel, transmission paths and 
adjacent areas. 
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3. PRINCIPLES 
 
The principles of this policy are: 
 

 To ensure that GSA complies with all legal requirements 

 To ensure the appropriate availability, confidentiality and integrity of all GSA held information, 
regardless of its format 

 To have a risk aware approach that addresses any unacceptable risks, while allowing a 
knowledgeable and reasoned acceptance of other risks 

 To ensure that individuals (staff, students and approved contractors managing information within 
the institution) understand that they have personal responsibilities for ensuring information 
security 
 

Approach 
 

 As a publicly funded organisation GSA is aware of the need to maintain its public image and be seen 
to provide value for money. Security incidents, misuse of systems etc. cost money and can have an 
adverse effect on the image of GSA; these risks need to be reduced to the lowest possible, practical 
level. 

 GSA will continually examine ways in which it can improve its use of security measures to protect 
and enhance its business activities. 

 GSA will use all reasonable, appropriate, practical and effective security measures to protect its 
important IT processes and assets in order to achieve its security objectives. 

 
Responsibilities 
 

 Formulation and review of the IT Security Policy is the responsibility of the Network and Security 
Manager. The Director of IT is responsible and accountable for ensuring that the GSA IT security 
objective is achieved. Approval of the policy lies with the Executive Group. 

 

 All users within GSA will be responsible for protecting its information assets, systems and 
infrastructure. They will, at all times, act in a responsible, professional and security-aware way, 
maintaining an awareness of and conformance to this Policy. 

 

 All users will protect the information assets of third parties whether such protection is required 
contractually, legally, ethically or just out of respect for other individuals or organisations. 

 

 All users within GSA will be responsible and accountable for actions and activities carried out under 
their user identification (username). 

 

 All users are responsible for highlighting any security shortfalls that they find in existing security 
practices and/or improvements that could be made. These should be reported to the Network and 
Security Manager. 

 

 All staff having supervisory responsibility are required to actively coach and encourage best 
practice amongst their supervised staff or students. 

 

 All information, and associated information systems, will be protected by safeguards and handling 
rules, appropriate to their sensitivity and criticality. 
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 The Network and Security Manager is authorised to pursue appropriate programmes, activities and 
actions that contribute to achieving the GSA security objective and that are consistent with this 
security policy. 

 

 The Director of IT is responsible for planning sufficient resources so that GSA can realistically 
achieve its security objective. This includes people, time, equipment, software, education and 
access to external sources of information and knowledge. 

 

 All systems specifications will contain a section that details security requirements appropriate to 
their criticality to the business processes of GSA and sensitivity of the information they hold. All 
systems procured by the School must conform to this policy. 

 
Custodians 
 

 IT will be the custodian of all strategic applications, strategic system platforms, strategic 
infrastructure and communications systems. 
 

 Schools and Departments will be the custodians of computing laboratories and IT facilities under 
their control 

 

 Schools and Departments will be responsible for the secure functional use of business applications 
(e.g. Finance, HR, Library, Registry) 

 
 

4. STRUCTURE 
 

The IT Security Policy of GSA consists of this high-level overarching document and a number of supporting 
documents. These supporting documents can be policies, procedures, guidelines, frameworks, codes of 
practices, or a combination thereof. 
 
 
5. SCOPE 
 

This policy applies throughout GSA. It applies to anyone within GSA who creates, manages or uses 
information that is owned, managed or stored by GSA.  This includes staff, students and any third parties 
with specific responsibilities relating to such information. 
 
Access to and use of the GSA IT network and facilities is conditional on users complying with the IT Security 
Policy. Failure to comply with the IT Security Policy could harm GSA’s ability to achieve its security objective 
and/or damage the professional reputation of the establishment. It will, in the ultimate sanction, be treated 
as a disciplinary matter. 
 
GSA will ensure the adoption and use of this IT Security Policy by third parties involved in joint ventures 
with us. 
 
The scope of the individual supporting documents is specified within the list of those documents. 
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6. POLICY AWARENESS 
 

An electronic copy of this policy will be made available on the GSA website. All users are expected to be 
familiar with, and to comply with, the IT Security Policy at all times. The Director of IT will, in the first 
instance, be responsible for interpretation and clarification of the IT Security Policy.  
 
 
7. OPERATIONAL FRAMEWORK 
 

What does the framework look like? 

 
GSA’s IT Security Group 
 
The IT Security Group consists of the Director of IT, the IT Service Delivery Manager and the Network and 
Security Manager. The IT Security Group will: 
 

 Discuss, develop and approve GSA’s IT security policies and associated underlying documents 

 Ensure a consistent and effective approach to IT security 

 Monitor the effectiveness of the IT security arrangements and practices of GSA 

 Improve IT security in the light of lessons learned and changes to the organisation and its 
environment. 
 

In order to do this a “Plan, Do, Check, Act” approach will be adopted as recommended by JANET within 
their training materials on Information Security. 
 

 Plan – determine the actions to be taken to improve IT Security and record these within the IT 
Action Plan. 

 Do – carry those actions out 

 Check – reviewing the completed Action Plan, the IT Security Log and the IT Security Risk 
Assessment 

 Act – via an annual IT Security Review 
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IT Action Plan 
 
On an annual basis the IT Security Group will produce an IT Security Action Plan for June each year as a 
subset of the IT Action Plan. 
 
This plan will identify the particular tasks that should be completed in the following academic year relating 
to IT Security. Examples of tasks will include developing new policies, reviewing and updating existing 
policies, conducting staff training, policy dissemination activities, and tasks to mitigate or reduce risks 
associated with IT Security. 
 
While the plan will initially be drawn up in June each year it is recognised that within the constantly 
changing GSA environment it will be necessary to make changes to the plan, in particular to add in some 
actions and remove/de-scope others during the year. The Action Plan must include assigning resources and 
responsibility for each task, must be prioritised and must take into account resource availability. 
 
IT Security Incident Log 
 
A record will be maintained within the IT Service Desk software in which all IT Security Incidents will be 
recorded along with details of any action taken. All staff (from all Departments) will have a responsibility to 
log with the IT Service Desk any incidents that occur and which impact or have a potential impact on 
Information Security.  
 
The Network and Security Manager will be copied into each security incident logged. Should the incident 
have any financial impact or potential reputational impact on the University he/she will report this to the 
Director of IT. The Director of IT will evaluate the situation and, if deemed necessary, report this to the 
Registrar and Secretary. The Registrar and Secretary would make the decision of whether it was a serious 
incident that must be reported to the Executive Group and/or the Audit Committee. 
 
IT Security Risk Management Process 
 
The IT Security Group will be responsible for identifying and managing IT Security related risks. Where 
necessary, such risks will be escalated via GSA’s risk management procedures for inclusion in GSA’s risk 
register. Addressing and managing specific risks will also be included in the annual IT Security Action Plan. 
 
IT Security Annual Review 
 
On an annual basis, the IT Security Group will produce an IT Security Annual Review. This review will 
include: 
 

 A report of the delivery of the Action Plan for the previous academic year 

 A summary of the IT Security Incident Log for the previous year 

 A summary of active IT Security related risks 

 Identification of any new information management issues 

 Any amendments being made to the IT Security Policy 

 Presentation of the initial Action Plan for the following academic year. 
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8. UPDATING THE IT SECURITY POLICY 
 

The IT Security Group is responsible for identifying and enacting any changes required to the IT Security 
Policy. This group should consider on an annual basis whether such changes are required, including making 
any such changes in the on-going IT Security Action Plan. 
 
9. RELATED POLICIES 
 
The following is a brief summary of associated documents and guidelines and full copies of these can be 
obtained through the links highlighted below or from the GSA website or directly from the Head of IT. 
 
GSA Data Protection Policy 
 

The reason for this policy is to ensure the proper handling of personal data by GSA. Personal data is any 
information held on a living individual which contains a data item which will allow that individual to be 
identified.  When staff process information about other people, they have a responsibility to ensure that 
they are doing so in accordance with the Data Protection Act. 
 
GSA Staff Acceptable IT Use Policy 
 

The reason for this policy is to ensure the proper use of all The Glasgow School of Art’s computing and 
network facilities.  Use of the computer systems and networks must always be legal and ethical, and reflect 
academic integrity and the standards of the School community. 
 
All users should note that in order to protect the integrity of the GSA network facilities and IT systems, to 
protect other employees, and to protect the legitimate business interests of the School, e-mail and Internet 
traffic will be monitored from time to time by way of automated software and/or human monitoring if 
appropriate. 
 
JANET Acceptable Use Policy 
 

Access to the School’s computing and network facilities requires users to accept certain responsibilities and 
obligations. All users must be aware of and comply with the JANET Acceptable Use Policy, published by JISC; 
available online at https://community.jisc.ac.uk/library/acceptable-use-policy, which covers all UK 
academic and research network activity. 
 
The JANET network provides all UK Higher Education institutions with access to Wide Area Networking 
facilities including Internet, Research resources, UK libraries, e-mail facilities and access to resources 
provided by other institutions. Use of this network is conditional on institutions abiding by the JANET 
Acceptable Use Policy and details on this can be found through this link. 
 
Janet Security Policy 
 

This document can be accessed at JISC and it details how institutions can connect to the JANET network and 
the security policies that JANET UK have in place to ensure that the facility is not compromised. 
  

https://community.jisc.ac.uk/library/acceptable-use-policy
https://community.jisc.ac.uk/library/acceptable-use-policy
https://community.jisc.ac.uk/library/acceptable-use-policy
https://community.jisc.ac.uk/library/janet-policies/security-policy

