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1. INTRODUCTION 
 

Overview 
 

This document describes the services provided to GSA by the IT Department and the service level 
associated with those services. 
 
Services provided by IT 
 

The IT department provides a range of services to GSA.  These include installation of software and 
hardware, IT fault finding, network account management, network services including internet access and 
security services. 
 
IT service delivery approach 
 

Broadly there are three activities associated with the services: 
 

 Incident Response: Restoration of a service to a previously working state. 
 

 Standard requests:  Carrying out work commonly associated with a service. 
 

 Change requests: Changes to the standard service through negotiation and planning. 
 
 

2. IT SERVICE DESK 
 

Requests and faults should be reported to the IT Service Desk in the first instance.  This allows IT to provide 
a responsive service for logging, tracking and resolution of issues encountered by staff.  The IT Service Desk 
is the hub for all IT issues and ensures users are well informed as to progress with their calls.  It also allows 
for timely resolution of issues through a well-defined process. 
 
The primary method of contacting the Service Desk is via the Sysaid web page: 
 

http://gsaitservicedesk.sysaidit.com/ 
 
This allows the users to login and fill in basic details of the request or fault, and also to track the status of 
previous requests.  If the Service Desk web page is not usable for any reason, a Service Desk phone number 
is available to call-in the fault: 0141 5661499 (or ext 1499 internally). 
 
IT Front Office and Back Office teams 
 

The Front Office team deals with requests and faults primarily related to end-user support and end-user 
equipment e.g. PCs, laptops, software, peripherals, telephone handsets.  The Back Office team deals with 
requests and faults primarily related to the network infrastructure, network security and server 
management.  Requests which fall outside these areas, or those which require approval, are passed to the 
IT Management team. 
 
Response Time 
 

Response Time is the time taken from the moment when a user raises a request to the time when it is 
allocated to a member of IT staff. 
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Target Response Time 
The target response time for all IT requests is 1 hour. i.e. we aim to ensure that every request is categorised 
and allocated to a member of the IT team within 1 hour, at which point a confirmation email is 
automatically sent to the user. The process of categorising a request also ensures that an appropriate “due 
date” is calculated. 
 
Response Time Escalation 
If any request is not picked up by a member of the IT team within 1 hour it will be escalated via email to the 
IT Service Delivery Manager who will assess the urgency of the request. Where it requires immediate 
attention, the IT Service Delivery Manager will assign the task to a member of the IT team directly. 
 
 
Resolution Time 
 

Resolution Time is the time taken to resolve the fault or complete the request. 
 
Target Resolution Time (Due Date) 
The target resolution time or “Due Date” is calculated based on the categorisation of the request. 
This can be further modified by Priority, which is based on Urgency and Impact. Urgency can be assigned a 
value ranging from Low to Urgent with the default being Normal. 
 
Impact can be assigned depending upon the impact of the incident as follows:  
 

Impact Scope 

Very High Institution 

High Department 

Medium (default) Individual 

Low Non-critical 

Very low No impact 

 
The combination of categories modified by Urgency and Impact determines the “due date”. Some examples 
of due periods are listed later in this document under the relevant services. 
 
Due Date Escalation 
If a call is still open when the time approaches its Due Date, an escalation email  is sent to all members of 
the IT team to alert them that a call is about to breach its target resolution time. 
 
 
3. SERVICES 
 

The following sections of the document provide further detail on each of the services. 
 
Fault Finding and Incident Resolution 
 

IT provides a fault finding service for the supported software, hardware and services.  The IT Service Desk is 
the first point of contact for support requests.  Some will be resolved immediately.  If not, they will be 
allocated to the appropriate team to ensure an effective response.  The Service Desk ensures all incidents 
are logged accurately.  Expert support is available when particularly complex problems occur.  If GSA IT staff 
cannot resolve an issue it will be passed to an appropriate third-party support company. 
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Example target times for incident resolution are as follows: 
 

Category Sub Category Due period 

Hardware Break/Fix 3 days 

Peripherals Break/Fix 3 days 

Software Break/Fix 1 day 

Telephony Break/Fix 1 day 

 
Desktop Service Requests 
 

Password Reset 
This service will normally be provided directly by the IT Service Desk and should be delivered well within 
the target timeframe. 
 

Category Sub Category Third Category Due period 

AD Accounts Modify Password Reset 1 hour 

 
Account administration 
The IT Service Desk provides support for all IT network accounts.  This includes services such as name 
changes and account creation and deletion. All requests for additions or changes to accounts must be 
passed via the HR department. 
 

Category Sub Category Third Category Due period 

AD Accounts Add - 3 days 

AD Accounts Modify Account Unlock 1 hour 

AD Accounts Modify Group Permissions 3 days 

AD Accounts Modify Account Details 8 days 

 
Software installation 
A software installation service is available for all supported or authorised software where appropriate 
licences have been purchased.  
 

Category Sub Category Third Category Due period 

Software Add Standard 3 days 

 
Installation of new equipment 
IT staff will order, install and configure new supported equipment for GSA and will arrange transfer of 
existing supported software and data if required.  
 

Category Sub Category Third Category Due period 

Hardware Add Standard computer 8 days 

Peripherals Add - 3 days 

Telephony Add handsets 3 days 

 
Security Services 
 

GSA IT Services provide security at the network, server and desktop level to protect against attack from 
viruses, spam, malware and other forms of cyber-attack. 
 
Desktop anti-virus protection  
Every workstation connected to the GSA network is required to run current, supported antivirus software.  
This forms part of the standard installation for both GSA staff and all student desktops and is regularly, 
automatically updated. 



 IT Service Level Agreement 
 

6 
 

 
Virus outbreak management  
In the event of a major outbreak of a virus or other form of cyber-attack, it is important that the response is 
targeted and co-ordinated.  IT services would provide this management should it be required. 
 
Example target times for security incidents: 
 

Category Urgency Due period 

Security Urgent 1 hour 

Security Very High 4 hour 

Security High 8 hour 

Security Low 64 hour 

 
Spam Filtering 
GSA operates email filters which automatically detect and block messages which appear to be spam. 
 
Firewall  
A pair of firewalls are maintained by the IT department to provide protection to the internal campus 
network from unwanted intrusion or from malicious damage originating from outside the GSA network. 
 
Technical Infrastructure Support 
 

This group of services covers the GSA IT technical infrastructure (i.e. the servers, networks and important 
background services that form the backbone of almost all IT services provided in GSA). 
 
Wired Network Services  
The IT department manages all local and wide area network services for the GSA buildings.  There is a high 
speed (1Gbps-10Gbps) backbone throughout the campus for local area network access and a 1Gbps link to 
external networks, including JANETUK for internet access. 
 

Category Sub Category Third Category Urgency Due period 

Network Services Data Network Cabling Very High 8 hours 

Network Services Data Network Cabling High 3 days 

Network Services Data Network Cabling Standard 16 days 

 
Wireless Network Services  
Wireless network access is available to students and staff across the whole campus.  GSA also provides 
access to eduroam which permits access to the wifi network for visitors from other institutions simply using 
their username and password from their home institution.  Guest wifi access can be requested from the IT 
Service Desk for other temporary visitors to the campus. These accounts are time limited to last a few days. 
   
Internet access 
Internet access via JANETUK is provided across all campuses for all users. 
 
Example target times for network incidents: 
 

Category Urgency Priority Due period 

Network Services Urgent Highest 1 hour 

Network Services Urgent other 4 hour 

Network Services Very High - 8 hour 

Network Services High - 24 hour 
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Telephone Service 
 

Staff will have access to the Cisco telephone handsets installed in all offices and other relevant areas for 
making internal and external calls.  All staff are provided with a voicemail account linked to their email. 
 
Audio-Visual Support 
 

The IT department supports the fixed audio-visual equipment (projectors, Blu-Ray players, amplifiers, 
speakers) installed in the lecture theatres and certain seminar rooms across the campus. 
 
Example incident response times: 
 

Category Sub Category Urgency Due period 

Audio Visual Break/fix Urgent 1 hour 

Audio Visual Break/fix Non-urgent 8 days 

 
The IT department can provide technical support, in attendance, for events that require the use of radio-
microphones. Support outside normal office hours cannot be guaranteed and is based on the availability of 
IT staff. Advance notice must be given to the IT department for all such events. 
 

AV Event Type Minimum Notice period 

Audio Visual support for external event 1 month 

Audio Visual support for internal GSA event, mics only 1 week 

 
The IT department does not provide any service for filming, recording, streaming or lighting of events. You 
must arrange this with a third-party. 
 
 
4. SERVICE OUTAGE AND CHANGE NOTIFICATION 
 

This service ensures that clients are properly informed about proposed changes and outages to the services 
provided by the IT department.  Notification of most planned work is given at least 1 day in advance, with 
major planned outages being notified 1 week in advance. 
 
 
5. REQUESTS FOR CHANGE 
 

Requests for change to any of the services detailed above can be made on application to the Director of IT.  
This may be an amendment of an existing service, addition of a new service or removal of a redundant 
service. 
 
 
6. REPORTING 
 

The standard service level reports will present the number of requests received by each 
School/Departments along with performance against target times.  This will be review by the IT 
department. 


